RansomSafe

®

DON’T BE HELD HOSTAGE.
GET PROTECTED.
Veriato® RansomSafe acts as a vital layer in your ransomware defense,
combining just-in-time data protection with multiple mechanisms to
detect, and shut down attacks before they hold your business hostage.

KEY BENEFITS
PROTECTION
Should ransomware reach your file server, Veriato® RansomSafe
detects the attack and shuts it down before your data is encrypted
FAIL-SAFE BACKUPS
RansomSafe backs up your files before they are changed, making a
pristine copy of the latest version of your files.
RAPID RECOVERY
Once the attack is disrupted, recover in minutes with just a few clicks.
No extensive, and expensive, downtime.

INSTALLS AND CONFIGURES IN LESS
THAN 10 MINUTES. GET PROTECTED.
FILE SCREENING
Veriato® RansomSafe is continuously updated, maintaining a robust
database of known ransomware signatures. The software detects the
presence of known variants by matching against this database.
FAIL-SAFE
The best protection against the disruption and expense of a
ransomware attack is current backups. Veriato® RansomSafe
‘intercepts the command to encrypt (or delete) your files, making
a copy and storing it safely away from the reach of the attack.

PROBLEM

Ransomware, a type of malicious software
that blocks access to a computer system
until money is paid, continues to cause
mayhem within organizations worldwide. In
fact, recent research shows almost one out
of every two organizations have suffered
at least one ransomware attack over the
previous year, most often in the healthcare
and financial services industries—and
that those organizations impacted spend
an average of 33 hours recovering their
encrypted data.

SOLUTION

RansomSafe combines it’s ransomware
defense capabilities with failsafe backup
and rapid recovery, providing a vital
layer of defense against attacks. With
RansomSafe, organizations can not only
detect a ransomware attack and lock
the affected user out, but they also have
access to current, automatic backups
that allow the recovery of data with just
a few clicks. Most organizations have a
pervasive lack of quality current backups,
particularly SMBs. Statistics show that only
23 percent of companies can successfully
restore their data. With RansomSafe, the
attack is disrupted, preventing the need
for any ransom payout—or extensive and
expensive system downtime.

HONEYPOTS
By helping you place honeypot files on your file that, if modified, alert
Veriato® RansomSafe to a ransomware attack, the software is able to
reliably detect attacks from previously unknown variants.
LOCKDOWN
Veriato® RansomSafe blocks the user account attempting to encrypt
your files from making changes to the file system, shutting down the
attack to prevent further encryption attempts and to minimize the
restoration effort required. Veriato® RansomSafe can send you an
email notification immediately if and when this happens, allowing
you to respond quickly.
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KEY FEATURES

VERIATO® RANSOMSAFE SAVES YOUR COMPANY TIME AND MONEY,
AND SAVES YOU FROM HAVING TO DEAL WITH A PAINFUL RECOVERY
PROCESS.

LICENSING

RansomSafe is licensed per server.
RansomSafe licenses are perpetual.

SYSTEM REQUIREMENTS
Installation

• Windows Server 2012 R2 (Including Failover
Clustering File Server support)
• Windows Server 2012 (Including Failover
Clustering File Server support)
• Windows Server 2008 R2
• Windows Server 2008 (32-bit and 64-bit)
• Windows 10 (32-bit and 64-bit)
• Windows 8 / 8.1 (32-bit and 64-bit)
• Windows 7 (32-bit and 64-bit)
• Windows Vista (32-bit and 64-bit)

RECOVER IN MINUTES VS HOURS WITH NO LOSS OF ACTIVITY
FROM OTHER ENDPOINTS
LIGHT WEIGHT
Installs in minutes. Updates automatically. Server-side protection
compliments your endpoint-based malware defenses without adding
administrative overhead.
AFFORDABLE
Priced well below the cost of a single ransom payment, the solution
provides peace of mind without taking a big piece of your budget.

Go to www.veriato.com for a Free Trial or email us at: sales@veriato.com

ABOUT VERIATO
Veriato is an innovator in actionable User Behavior Analytics and the global leader in User Activity Monitoring.

More than 36,000 companies, schools, and government entities worldwide have relied on Veriato solutions to gain
insight into the user activity on their network, and enjoy the security and productivity increases that come with it.
The Veriato mission is to provide world-class software and support that enables our customers to protect
their most valuable assets, reduce their risk, and gain unparalleled visibility into their operations. Veriato’s

award-winning solutions include Veriato Recon (behavioral analytics based insider threat detection), Veriato 360
(enterprise-grade User Activity Monitoring), Veriato Investigator (employee investigation tool), Veriato Log

Manager (event and security log management) and Veriato Server Manager (server management solution).
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