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RESPONSE
Veriato helps organizations deter, detect and detail
insider threats by providing company-wide

unauthorized ways. This unauthorized use can
result in fraud, IP theft, data breaches or leaks,

employee monitoring software. Insider threats
come from employees or vendors who have been
authorized to access IT resources, but use them in

noncompliance with company standards or
government regulations, inappropriate behavior,
or productivity loss.

Incident Occurence
41%

Fraud

35

%

49%

of organizations
have had an insider
threat incident

Data Leak

16%

IP Theft

36%

Data Breach
Note: The total does not equal 100% because
some respondents had more than one type of
incident.

Insider Threat Occurrences By Department

41%
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34%
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IT Department

Security Team

Co-Worker

Partner

Customer

Time & Money
When were insider threats discovered?

What is the average financial impact?

More than 50% of insider threat incidents are
discovered more than a week later. 1/3 are discovered
after a month has passed.

6%
< One Week — 45%

3%

4%

17%

1 to 4 Weeks — 21%

Under $50k
4 to 24 Weeks — 23%

$50k to $100k
$100k to $500k

24 to 52 Weeks — 5%

$500k to $1M

52+ Weeks — 6%

Over $1M

70%

Lacking Prevention

75%

do not have the ability
to detail behavioral
activities of insider
threats

58%

do not have the
ability to detect
insider threats

61%

do not have the
ability to deter
insider threats

33%

68%

track browser-based email
(gmail, hotmail, yahoo, etc)
outside the firewall.

track cloud storage apps
(dropbox, google drive,
etc) outside the firewall.

44%

34%

track social media (facebook, twitter, etc) outside
the firewall.

track 3rd party apps
(aim, icq, etc) outside
the firewall.

Are You Prepared?
39%

Yes

61%

No

Not Prepared, Why?
Of the 61% of organizations that felt they
aren't prepared to deal with an insider
threat, here were the reasons why.

55%

51

%

34%

34%

31%

Lack Staff

Lack Technology

Lack Budget

Lack Training

Not A Priority

Note: The total does not equal 100% because respondents could choose more than one option.

Important But Challenging
Which is most important to you?

Which is most challenging to you?

40%

Deterrence

37%

50%

Detection

39%

10%

Detailing

24%

Why is it challenging?

38%

51%

41%

37%

25%

Lack of Staff

Lack of Technology

Lack of Budget

Lack of Training

Not A Priority
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Note: The total does not equal 100% because respondents could choose more than one option.

Insider Threat Responses

68

%

prefer a prevention-centered
(beforehand) response over a
detection-centered (after the
fact) response.

Responses to insider threats may be coordinated
through several departments in an organization.
Almost 70% of organizations coordinate insider threat
responses through their Internal IT Department.

IT — 68%
Security — 19%
HR — 14%
Finance — 4%
Management — 30%
Other — 7%

Veriato is the leader in computer and mobile device User Activity Monitoring and analysis software. Veriato has helped
more than 36,000 businesses, government organizations, schools, and law enforcement agencies improve how they
address security and achieve compliance across communication and computing OSs and devices. Veriato solutions
review security risk, audit compliance mandates, protect assets and reputation, ensure adherence to Acceptable Use
Policies, and optimize productivity and efficiency. In addition, Veriato has sold nearly 1 Million licenses to help parents
and guardians keep children safe online. For more information, visit www.veriato.com.
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